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From:  ___________________________________________________


Requesting User

To:
FTSCLANT, PMS Information System Security Officer (Code 4103)

Subj.:
REMOTE USER AGREEMENT FOR PMS Account

I.  As a user of the PMS systems located at NSWCCD-SSES, Philadelphia, I agree to adhere to the following restrictions:

1. I will not enter, retrieve, process or transmit classified information.

2. I will protect my password and refrain from disclosing it for any reason.

3. I will not access the system under a false name or password.

4. I will not circumvent the security features designed into the system.

5. I will not attempt to access files for which I have no access privilege.

6. I will not input false data (other than test data).

7. I will not install or execute software, which has not been provided the host activity or obtained from a legitimate vendor, on PMS systems.

8. I will not use personally owned hardware to access any NSWCCD-SSES, Philadelphia system.

9. I will not program function keys or use other capabilities to provide an automatic log-on from my device.

10. I will properly mark, safeguard and/or destroy all Level II, sensitive unclassified, printouts and magnetic media.

11. I will use the system only for official government business.

12. I will notify my Local Approving Authority (LAA) or the FTSCLANT PMS system administrator when I no longer need my account, and advise them regarding disposition or disposal of databases, software packages, scheduled processes, and software or functional accounts.

13. I will notify my LAA and the NSWCCD-SSES, Philadelphia ISSM in case of any security incident.

14. I consent to the monitoring of my data and processes by the NSWCCD-SSES, Philadelphia PMS system administrator.

15. After termination I agree not to disclose any Level II, sensitive unclassified data.

Data you can access: MIPs and MRCs


II. The following information is provided for our records:

USER INFORMATION – ALL ITEMS MUST BE COMPLETED TO PROCESS THE USER ACCOUNT
Name (Print): Last:  __________________________________



First:  ________________________________________

Phone Number:  (_______)__________________________        E-mail Address:  __________________________________________________________

Activity Name/Code:  __________________________________________________________________________________________________________

Mailing Address:  _____________________________________________________________________________________________________________

Access Justification:  __________________________________________________________________________________________________________

Are you a contractor? (Must check one):

___Yes

___No

Are you a U. S. Citizen? (Must check one):
___Yes

___No

_____________________________________________

________________

Requesting User’s Signature



Date

If prospective PMS user is a contractor, please provide the following information:

Contract Number: __________________________________________
Company Name: _____________________________________________________

Navy Contracting Office Representative (COR): ____________________________________________________________________

COR’s Phone No.:
(_______)________________________

COR’s E-mail Address: _______________________________________________




________________________________________

________________





Navy COR’s Signature



Date

FTSCLANT LOCAL APPROVAL AUTHORITY (LAA)
Rebecca Johnson, Code 4103




________________________________
____________

(757) 443-3872 x1877 DSN 443,
 Rebecca.E.Johnson@.navy.mil
LAA’s Signature                                    
Date
Please mail all originals to: FTSCLANT, Attn: Rebecca Johnson, Code 4103, 9727 Avionics Loop, Norfolk, VA 23511-2124
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